This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2018.2838580, IEEE Internet of

Things Journal

PAPER INDETIFICATION NUMBER: 10T-3407-2018.R1

1

Multi-gated Carbon Nanotube Field Effect
Transistors based Physically Unclonable
Functions as Security Keys

Nitish Kumar, Jialuo Chen, Monodeep Kar, Suresh K. Sitaraman, Saibal Mukhopadhyay and Satish
Kumar*
Contact author e-mail: satish.kumar@me.gatech.edu

Abstract—Enabling data security from unauthorized access is a
major challenge for electronics devices. Most of the conventional
cryptographic techniques store ‘keys’ in non-volatile memory,
which is vulnerable to external attacks like physical attacks, side-
channel attacks, fault attacks, etc. Physically Unclonable
Functions (PUFs) have the potential to overcome these challenges
because they do not store keys permanently and are difficult to
reproduce. The next generation of electronic and opto-electronic
devices may use semiconducting materials like carbon nanotubes
(CNTs) or 2-D materials due to their superior electrical, optical,
thermal and mechanical properties. There is a need for PUFs,
which are low-cost and more efficient than existing silicon-based
PUFs and compatible with future electronic technologies. We
propose multi-gated CNT Field Effect Transistors (CNT-FETS)
based PUFs, where inherent randomness of CNT network and a
multi-gated channel are utilized to generate high-quality random
keys. We have shown that while conventional single-gate channel
FETs can generate binary keys, multi-gated CNT-FETSs, where
different gate voltages are applied in different sections of the
channel, can enable the creation of multiple challenges and current
levels to produce not only ternary but up to base-17 (heptadecimal)
keys. Such keys can create significantly more entropy than binary
or ternary keys of the same size generated by typical PUFs.

Index Terms— CNT, PUF, security keys, random, FET, multi-
gate, percolation.

I. INTRODUCTION

U SAGE of electronic devices has increased exponentially in
the last few decades and this is expected to further rise due
to the rapid growth of 10T. It has made transfer of data and
information very fast and simple but increased the risk of
privacy and security breach. There are several cryptographic
techniques to secure data, but most of the cryptographic
primitives use ‘keys’. Ideally, they should be able to generate
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random and unique keys as well as securely store, retrieve and
use these keys as an input into an encryption algorithm to
encrypt the data without revealing any information about the
keys. However, these tasks are not simple. Previous studies
have reported that many security systems have poor key
generators, which make them vulnerable [1, 2]. In addition,
these keys are usually stored in a non-volatile digital memory,
e.g., Electronically Erasable Programmable Read-Only
Memory (EEPROM). Thus, keeping them secure also becomes
a challenge as physical, fault and side-channel attacks (e.g.,
power consumption, execution time) can be used to steal the
key [3-5].

Physically Unclonable Functions (PUFs), physical root-of-
trust cryptographic primitives, are an attractive option to
overcome the aforementioned challenges. PUF instances, as the
name suggests, cannot be replicated due to their complex
physical properties, even if all the parameters in the fabrication
process are constant. Each instance of PUF receives one or
multiple challenges and generates one or multiple responses.
The response(s) of each instance will be unique and
unpredictable as the physical phenomenon rendering the
response cannot be controlled to produce any fixed type of
response. These different types of responses can be associated
with different key values and multi-level (e.g., binary, ternary)
keys can be generated using multiple PUFs together to secure
data from the external attacks. PUFs can also be used in other
applications e.g., secure RFID systems [6], IP protection [7],
device authentication [8]. Several PUF designs have been
proposed in the past that exploit electronic, optical, magnetic
and many other properties of materials. Some of the
conventional PUF designs include Optical PUF, named as
Physical One-way Function, proposed in [9], Arbiter PUF

performed. He is now with the Intel Corporation, Hillsboro, OR 97124 USA (e-
mail: monodeepkar@gmail.com).

Suresh K. Sitaraman is with G. W. W. School of Mechanical Engineering,
Georgia Institute of Technology, Atlanta, GA 30332 USA (e-mail:
suresh.sitaraman@me.gatech.edu).

Saibal Mukhopadhyay is with Electrical and Computer Engineering,
Georgia Institute of Technology, Atlanta, GA 30332 USA (e-mail:
satish.kumar@me.gatech.edu).

Satish Kumar is with G. W. W. School of Mechanical Engineering, Georgia
Institute of Technology, Atlanta, GA 30332 USA (e-mail:
satish.kumar@me.gatech.edu).

2327-4662 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2018.2838580, IEEE Internet of

Things Journal

PAPER INDETIFICATION NUMBER: 10T-3407-2018.R1

proposed in [10, 11], Magnetic PUF proposed in [12], Ring
Oscillator PUF proposed in [13], Coating PUF proposed in [14],
Bitline PUF proposed in [15] SRAM PUF proposed in [7],
Glitch PUF proposed in [16], etc. For many applications, we
may be moving from conventional silicon-based electronic
devices toward nano-materials based flexible, wearable and
faster computing devices [17-21]. These devices can help
reduce power consumption and cost and are compatible with
various new substrates used for the next generation of electronic
devices. Carbon nanotube (CNT) based PUFs have been
proposed and even fabricated in recent years [22, 23]. Hu et al.
[22] fabricated devices on lab-scale where CNTs are selectively
self-assembled into HfO, trenches to create open and closed
connections, which are associated with bit values ‘0’ and ‘1’
respectively. They also showed ternary key generation by
further differentiating between semi-conducting and metallic
CNT closed connections. It was not clear how to control the
yield of semi-conducting and metallic CNT connections to
maximize the randomness in ternary keys. Each instance had
only one challenge, which also limited randomness and level of
security. In addition, these trenches were of nanometer scale
and large-scale production may not be reliable and
economically viable.

In this work, we introduced a random CNT network-based
multi-gated Field Effect Transistor (FET) as PUF, which
exploits the randomness of the CNT network in the channel to
generate keys. Single-gate transistors with CNT density close
to percolation threshold density produced binary keys
depending upon whether the CNT network channel was
connected or not. We introduced a multi-gate CNT-FET, where
the channel was divided into multiple sections and each section
could be biased with an independent gate voltage. FETs with
four-gates produced three different levels of current including
zero current corresponding to an unconnected CNT network
and generated six different challenge-response pairs in a single
instance. Current levels were separate enough to avoid any bit
error. We could also control the distribution of different bit-
values easily to maximize the randomness by changing the
dimensions of the channel and/or its sections. By combining six
challenges and three current levels, it was shown that not only
ternary-bit keys but base-17 (hepta-decimal) keys could also be
produced. Consequently, a significantly higher level of
randomness was achieved by our PUF in comparison with
existing PUFs, which could generate only binary or ternary
keys.

Il. CNT-FET FABRICATION AND ASSESSMENT AS PUFS

We fabricated CNT-FETS using the cleanroom facilities of
the Institute for Electronics and Nanotechnology (IEN) at
Georgia Tech. The devices’ Igs-Vgs characteristics were
measured to assess their usage as PUFs. The details of the
fabrication method are reported in the ‘Methods’ Section (see
‘Experimental’ part). CNT-FETs of four different channel
lengths—10, 20, 40 and 60 pm were fabricated with a constant
width of 100 pm. The CNT solution was from Nanolntegris
who reported that the average length of the CNTs is 1 um and
CNTs have semiconducting purity equal to or greater than
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99.9%. SEM images of networks indicated that the placement
of CNTs in the channel was completely random, see Fig. 1(c).
The CNT network density was estimated to be around 13 per
um? using SEM images.

lss-Vgs curves are shown in Fig. 1(d) for four different
channel lengths and ON/OFF ratio was observed to be greater
than or equal to 10*. ON/OFF ratio of the order of 10* and
higher have also been reported in previous studies [24, 25]. The
experimental measurement and analysis helped us choose the
appropriate conductivity ratio in multi-gate CNT-FETSs
(discussed later).

Since CNT networks are random, each FET should have a
unique CNT network distribution. Therefore, the current should
be different for different FETs for a given gate and drain voltage
even if all the parameters, e.g., CNT network density; device
dimensions and fabrication process are identical. We also
wanted to engineer these devices in such a way that different
current levels can be obtained to facilitate the development of
ternary or higher order bits. However, the measurement of
current in the fabricated FETs and numerical simulations
revealed that the change in current values of different FETs
were not large enough. Two disjoint levels (groups) of currents
with enough separation were not present. Environmental
effects (e.g., humidity) could affect the current in a device and
cause the bit error if the separation between current levels
corresponding to different bit values is not large enough. To
address this challenge, we decreased the CNT network density
close to the percolation threshold density. So, the channel of
FETs may or may not conduct depending on whether the CNT
network channel is connected or not. Percolation threshold
density (pwm) is a critical number of CNTs per unit area below
which the probability that a CNT network would conduct is
very low. Although the CNT length-dependent empirical
equation for py can be used to estimate pi, the same equation
may not be applicable to the finite length of channels. So,
numerical simulation or experimental analysis is necessary. To
predict the dimensions and CNT network density required for
highest randomness, we used numerical simulations because
fabrication is costly and time-consuming. Numerical simulation
could guide us in selecting the appropriate dimensions and CNT
network density before we fabricate the devices. Numerical
approach is described in the ‘Method” Section under
‘Numerical’ subheading. In addition, passivation layer of
dielectric may help in minimizing the effect of environmental
factors and improve stability of the devices. Passivation layer
could also be used to hide CNT network from adversary in
bottom-gate CNT-FETSs.

I1l.  SINGLE-GATE CNT-FET AS PUF

Using numerical simulations, we studied the effect of change
in channel length, channel width and CNT density on device
current and the probability of any device having a connected
channel (non-zero current) or an unconnected channel (zero
current). When the CNT network density is significantly higher
than the pw and the network is very dense, as shown in Fig. 2(a),
the probability of having an unconnected device in a random
sample-set is negligible and there are very few or no
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unconnected devices. Even changing the dimensions of the
channel does not increase unconnected devices in the sample.
Fig. 2(b) and 2(c) present illustrations of CNT-FETs with
unconnected and connected channels, respectively. We
associated unconnected devices with a bit-value of ‘0’ and
connected devices with a bit-value of ‘1’. The analytical

expression for percolation threshold density, #» = 423"/ 7Lar  can
be used for the estimation of pw, for large networks [24, 26, 27].
We performed simulations for different network densities close
to pwm using approximately 2,500 random network devices for
each density. Length of the CNTs (Lcnt) was maintained at 1
pm in simulations, which is the same as the average length of
CNTs in experiments. The value of pi for this average length
of CNTs will be 5.7 per um?. Our simulations showed that most
of the networks were not connected at this density for small
channel dimensions (e.g., channel length/width of 3-50 pm),
which is typically used for the fabrication of CNT-FETs. We
selected a CNT network density (D) = 7 per um?, which is very
close to the pn of 5.7 per um? and could be used to have about
50% unconnected devices by considering the channel
dimensions of interest (e.g., channel length/width of 3-20 pm).
Once the density was fixed, we aimed to achieve almost equal
numbers of connected and unconnected devices in any given
sample to achieve maximum randomness by varying channel
dimensions. Fig. 2(d) presents the percentage of unconnected
devices as a function of channel length and width at a CNT
network density of 7 per um?2. At this CNT network density
(close to pw), increasing the length and decreasing the width
will increase the percentage of unconnected devices in any
given sample. A device with a channel length close to 6.2 um
and width 3 um or a channel length close to 11 um and width 4
pUm was observed to be suitable for maximum randomness but
the former dimensions are more desirable as size of the device
is much smaller.

A widely accepted statistical test suit developed by the
National Institute of Standards and Technology (NIST) was
used to test the quality of random numbers generated by these
CNT-FETSs. The proposed PUF design passed all the relevant
tests. The NIST Statistical Test Suite is a set of algorithmic tests
that attempts to identify sequences of binary numbers that do
not behave in a truly random manner. The tests calculate a p-
value for every sequence of bits. The p-value represents the
probability that the given sequence could have been generated
by running a truly random number generator once. Each test
passes if the p-value is greater than 0.01 as directed in [28].
Details of the test and its results can be found in the
supplementary document (see Section S.1).

IV. MULTI-GATE CNT-FET AS PUF

Next, we are introducing a multi-gate CNT-FET design,
where the CNT network channel was divided into multiple
sections and each section could be biased with a different gate
voltage. The conductivity of any of the sections could be
independently changed by changing the applied gate voltage in
that section. Thus, the path and magnitude of the current in the
device could be controlled. The two important advantages of
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this device were— (1) we could separate connected devices in
two or more groups based on the magnitude of current, and; (2)
we could create multiple challenges per device. Thus, we could
generate n-ary (n>2) keys, which would have more entropy than
binary keys for the same key size. Schematic diagrams of a
single-gate CNT-FET and a multi-gate CNT-FET are shown in
Fig. 3(a) and 3(b), respectively, to highlight the difference in
design and operation of the two devices.

Several different multi-gate channel designs can be useful
depending upon the application. We are presenting one such
design to demonstrate the concept and the advantages of multi-
gate CNT-FETs. In this design, we divided the channel into four
rectangular sections of the same size, as shown in the Fig. 3(b).
We created two different types of sections, namely a high
conductivity section (HCS) and a low conductivity section
(LCS). The ratio of conductivity between the HCS and LCS is
chosen to be 10% Following Fig. 1(d), we chose two gate
voltages, one corresponding to an ON state and another to an
OFF state, such that the current ON/OFF ratio was 10%. Thus,
HCS and LCS mimicked (corresponds to) sections biased with
the ON and OFF state gate voltages, respectively.

We simulated around 1600 devices with different random
CNT networks. Each device can have 16 (2% different
combinations (or configurations) of high conductivity and low
conductivity sections in the channel. However, we found that in
only six out of 16 configurations it was possible to separate the
connected, devices into low current devices (LCDs) and high
current devices (HCDs) depending on the magnitude of current
(shown in Fig. 4(a)). The remaining configurations could
produce only one continuous level of non-zero current and were
not useful for ternary keys. As shown in Fig. 4(a), we named
these configurations Config-1, Config-2, Config-3, Config-4,
Config-5 and Config-6. The black sections represent LCSs and
white sections represent HCSs. For example, in Config-1, the
two black sections in the lower-half are LCSs and the two
upper-half white sections are HCSs. Similarly, LCSs and HCSs
in other configurations can be identified in Fig. 4(a). We
associated unconnected devices with a bit-value of ‘0°, LCDs
with a bit-value of ‘1’ and HCDs with a bit-value of ‘2°. Thus,
we generated a ternary key using one of these configurations.
Fig. 4(b) demonstrates representative networks and normalized
current distribution generating bit-values of ‘1’ and ‘2’ in multi-
gate devices for Config-1, Config-2 and Config-3. An HCD is
produced by a random network wherein there are one or more
connected paths available and at least one connected path is
passing only through higher conductivity sections of the
channel. An LCD is produced by a random network where there
are one or more connected paths available but does not have
even a single path passing exclusively through higher
conductivity sections of the channel. In that case, current must
pass through the low conductivity section and, therefore,
current will be much lower in LCDs compared to HCDs. These
two disjoint levels of currents are shown in Fig. 5(a).

The dimensions of sections and channel were chosen such
that the probability of producing any of the three bit values is
approximately equal to 1/3. An equal distribution of all the bit
values corresponds to the maximum possible combinations for
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a key of given length. Since the probability of a bit value also
depends on configuration, it was not possible to have equal
probabilities of bit values in all the six gate configurations
simultaneously. Therefore, we chose the dimensions of the
device such that the maximum number of configurations has an
equal distribution of bit values. We kept the value of CNT
network density at 7 per um?, same as in the single-gate devices,
and selected channel length and width equal to 6.5 pm and 4
um, respectively. Each of the four channel sections had length
and width equal to 3.25 pm and 2 um respectively. We achieved
an approximately equal probability, i.e., close to 33.3%, for all
the three bit values in Config-2, Config-3, Config-5 and Config-
6 (four out of six configurations) as shown in Fig. 5(b).
However, in Config-1 and Config-4, the percentages of bit-
values ‘1’ and ‘2” were close to 45% and 20%, respectively.
The increase in bit-value ‘1’ and decrease in bit-value ‘2’
compared to the other four configurations was due to an
increase in LCSs compared to the other configurations. For a
ternary key with maximum randomness, we can choose one of
the four configurations. For example, in a 128-bit ternary key,
if all three bit-values are approximately equally distributed,
e.g., 42 ‘0-bit’, 43 “‘1-bit’ and 43 2-bit’, then 7.52 x 10%
combinations are possible. However, in a binary key of the
same size only 2.40 x 103 combinations are possible if the bit
values are equally distributed. The number of total possible
combinations in 128-bit ternary key is 1.18 x 108 (3'%) in
comparison to 3.4 x 10% (2128) of a 128-bit binary key. Thus,
ternary keys can significantly increase the possible
combinations and randomness level without increasing the size
of the key.

Initially, we used only one configuration at a time and were
able to generate only ternary keys. Next, we utilized all the six
configurations simultaneously as challenges. We were able to
generate base-17 (heptadecimal) keys by increasing the total
possible combinations and achieved significantly increased
randomness in comparison with single challenge multi-gate
PUF. Theoretically, each connected device with ‘n’ different
challenges and ‘m’ current levels can produce m" different
types of outputs. Therefore, a device with six different
challenges and two non-zero current levels can produce up to
64 (25 different types of outputs e.g., 111222,112121,122111
and so on. For all outputs, the first digit from the left
corresponds to the output of Config-1 and the second digit in
that order corresponds to the associated output for Config-2 and
so on. However, only 16 different types of outputs out of the
possible 64 are obtained during simulation, because if Config-
2 (or Config-5) and/or Config-3 (or Config-6) rendered bit ‘1’
for a network then Config-1 (or Config-4) would also render bit
“1.” This can be understood by the overlap of HCSs in different
configurations. For example, if in Config-2 there is no
conducting path passing exclusively through HCSs, then
Config-1, which has both its HCSs overlapped by two out of
three HCSs of Config-2 also produces bit ‘1°. Fig. 5(c) presents
those 16 outputs and their percentage yield in the random
sample. Unconnected devices will always have zero current
and will, therefore, only produce ‘0’ bit in all the six
configurations. Thus, a bit output of ‘000000’ for unconnected
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devices and 16 different outputs corresponding to the connected
devices constitute a total of 17 different outputs in comparison
with just 3 outputs, when only one configuration (challenge)
was used in multi-gate CNT-FETs. The total number of
possible combinations in a 128-bit string is 3.14X10%7 (17128)
and the maximum possible combinations if all the states are
approximately equally distributed are 3.29 x10%*, However, in
this device design, all the states were not equally distributed, as
shown in Fig. 5(c). The number of possible combinations
corresponding to this distribution is 1.25 x10'%3, which is
significantly larger than the number of possible combinations
corresponding to a binary or ternary key of the same length. The
calculation details of maximum possible combinations are
provided in the supplementary document (see Section S.3). In
addition, the entropy generated by these devices can be
calculated using the formula:

N
Entropy =—>" p, log,(p;)

i=1

Here, N is total number of outputs and p; is the probability of
occurrence of the i output. The entropy generated using
single-gate CNT-FETs is 1 bit per device, whereas entropy
generated using multi-gate CNT-FETS is 3.47 bits per device
for the output distribution shown in Fig. 5. It implies that we
need only ‘n/3.47” multi-gate devices to generate an n-bit long
key, whereas we need ‘n’ single-gate devices to generate an n-
bit long key. The maximum entropy of 4.09 bits per device can
be achieved using multi-gate CNT-FETs when all the outputs
are equally distributed. Channel area of the single-gate device
was 18.6 um? and the multi-gate device was 26 um?. But, the
total device area is a sum of channel, source, drain and gate
area. The source, and drain area constitute a significant
proportion of the total area and render the increase in channel
area of the multi-gate devices compared to single-gate devices
insignificant. The gain in entropy is achieved without any
consequential increase in the device area.

For purposes of statistical study and demonstrating capability
of simulator to generate random network, we also calculated
normalized Inter Hamming Distance for binary and ternary
strings produced by single-gate and multi-gate devices
respectively. Normalized Inter Hamming Distance is a ratio of
the number of positions with different bit values in two different
strings of equal length divided by string length (see Section S.2
of supplementary document). It signifies the fraction of
corresponding bit positions with different bit values in any two
keys. For reasonably long keys (e.g., 64-bit, 128-bit), Inter
Hamming Distance for binary keys should be close to 0.5, and
for ternary keys it should be close to 0.667 indicating optimal
unpredictability and inter-device uniqueness (see Section S.2 of
supplementary document). We selected two reasonable key
lengths—64-bit and 128-bit-to produce binary and ternary
strings from 2560 single-gate and 1600 multi-gate devices,
respectively. Fig. 6 presents the distribution of Inter Hamming
Distance between strings. For binary strings produced by
single-gate devices, Inter Hamming Distances for a 64-bit string
are 0.501 with a standard deviation of 0.063. For a 128-bit string
it is 0.500 with a standard deviation of 0.045. This means that
99.73% of the time, any two keys generated by multi-gate
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devices will have different bit values in at least 31.2% and at
most 69% of the bit positions for 64-bit keys and in at least
36.5% and at most 63.5% of the positions for 128-bit keys. For
ternary strings produced by multi-gate devices in Config-5,
Inter Hamming Distances are 0.665 with a standard deviation
of 0.061 for a 64-bit string and 0.666 with a standard deviation
of 0.043 for a 128-bit string. This means 99.73% of the time
any two keys generated by multi-gate devices will have
different bit values in at least 48.2% and at most 84.8% of the
bit positions for 64-bit keys and in at least 53.7% and at most
79.5% of the positions for 128-bit keys.

In this study, we have presented a multi-gate design with only
4 sections having equal dimensions in the channel. There is
scope to increase possible combinations and entropy for a fixed
array length by increasing the total number of sections in the
channel. A higher number of sections can increase the number
of challenges in a single device and can enable the creation of
more states. In addition, uniform distribution of all states in a
bit array will also increase the total number of combinations and
entropy, which can be easily controlled by changing the
dimensions of the channel and its different sections. Therefore,
in future, we aim to investigate the effect by increasing the
number of gates per device, gates of different shape and
dimensions on the entropy generated per device. In addition, we
are working on fabrication of multi-gated CNT-FETs with four
gates.

V. CONCLUSION

We have proposed the design of multi-gate CNT-FET based
PUF in this study. An appropriate selection of CNT network
channel density and dimensions for the devices enabled us to
generate random bit arrays. Single-gate devices with network
density close to percolation threshold density produced binary
keys. We introduced multi-gate devices, which can have
multiple challenges and generate multiple types of outputs. We
generated ternary and base-17 (hepta-decimal) keys by using
these devices. This study shows that multi-gate CNT-FETS
with networks of density close to percolation threshold density
can be promising in producing low-cost and high-quality
cryptographic primitives.

VI. METHODS

A. Numerical

The channel lengths (L¢) of the CNT-FETS studied in this
paper were larger than CNT lengths (Lcnt). Therefore,
numerical analysis of electrical transport in CNT-FETs was
based on modified Poisson’s and Drift-Diffusion equations [29-
32]. Detailed description and assumptions of the model are also
available in the literature, where it has been compared and
validated with the measurements [24, 29, 30, 33]. The method
used to generate random CNT network is also described in [29].
However, for the sake of completeness, we briefly explain the
model here as well. The following equations were used to
predict current and potential distribution in CNT-FETS.

5
dei+ﬁ_(Wi —VG)+Z(W1_Wi):O 1)
ds* ¢ A2 i ﬂfuz
V.in+ZCij"(pj—pi):0 (2
i
V.J,+2.Ci(n,—n)=0 ©)

J#l

The first equation is a modified version of Poisson’s equation.
Here, i represents electrostatic potential along i CNT, p is the
total charge density, € is permittivity of CNT and Vg is gate
voltage. The third and fourth terms on the left-hand side of
Poisson’s equation account for CNT-Gate voltage interaction
and CNT-CNT interactions respectively, where A and Ajj are
screening lengths. “s” is the length along CNT. The next two
equations are Carrier Continuity equations for hole and
electrons. Here, J is current density and p and n are hole and
electron charge density respectively. The second terms on the
left-hand sides of these equations account for hole or electron
charge transfer across CNT-CNT at junctions. The numerical
values of various parameters are chosen based upon previous
studies, where experimental validation was also performed.

B. Experimental

Single-gate CNT-FETs were fabricated using
photolithography and lift-off processes at the Institute for
Electronics and Nanotechnology (IEN) cleanroom at Georgia
Tech. First, Ti and Au layers were deposited as gate electrodes
on top of a Si wafer through e-beam evaporation with thickness
of 5nm and 50nm, and a deposit rate of 0.2 A/s and 1 AJs,
respectively. These contacts were patterned in the channel area
(between source and drain) to work as back gate. Second, 1.5
nm thick TiO; (15 cycles) and 75nm thick HfO, (600 cycles)
were deposited using atomic layer deposition (ALD), covering
the entire wafer surface as a global gate dielectric layer. Before
growing a thin film layer of CNT networks, 15~30 seconds of
oxygen plasma treatment was indispensable to make the surface
hydrophilic. This was followed by 5~15 min of CNT growth by
immersing the treated wafer into 0.005-0.01 g/L toluene-based
CNT solution (CNT source: >99.9% purity polymer-wrapped
CNT solution from Nanolntegris). The resulting CNT network
density is a function of both deposition time and CNT solution
concentration. Then, Ti and Au pattern with thickness of 5nm
and 50nm were defined as the source and drain (S/D) electrodes
by photolithography and lift-off processes. This was followed
by another photolithography and 30s of oxygen plasma
treatment to form the channel area by etching away unwanted
parts of the CNT networks. At last, vacuum annealing was
performed at 250°C for 2 hours to get rid of surface residue off
the wafer.

ELECTRONIC SUPPLEMENTARY INFORMATION

Supplementary document contains NIST statistical test
results, normalized inter hamming distance details,
combinations calculations and figures of other possible
configuration in multi-gate CNT-FETs and representative
networks in Cofig-4, Config-5 and Config-6 generating bit-
values ‘1” and 2.
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Fig. 1. Fabricated single-gate CNT-FETSs. (a) SEM images of the devices fabricated using Georgia Tech’s IEN cleanroom

facilities. (b) Zoomed-in view of a single-gate CNT-FET. (c) Random CNT network in channel. (d) Transfer characteristics of
single-gate CNT-FETSs for various channel lengths at Vs = -1 V; channel width = 100 pm.
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Fig. 2. Network Connectivity in single gate CNT-FETSs. (a) A high-density connected network ina CNT-FET. (b) A FET channel
with unconnected CNT network (zero current), (¢c) A FET channel with connected CNT network. Network is generated using same
CNT density as in (b). Normalized absolute currents in the channels are also shown for these figures. (d) Percentage of unconnected
networks in CNT-FETs with respect to channel length for channel width of 3 um and 4 um. Samples are randomly generated with
a density of 7 um2. Dashed horizontal line corresponds to 50% unconnected devices.
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FET. (b) A schematic diagram of multi-gate CNT-FET.
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Fig. 4. Multi-gate CNT-FETSs. (a) Six different configurations useful in generating ternary bits and creating 6 different
challenges per device. HCSs and LCSs of the channel are represented by white and black colors respectively. Configurations in
the top row are named Config-1, Config-2, and Config-3 (from left to right) and in the bottom row are named Config-4, Config-5,
and Config-6 (from left to right) respectively. (b) Representative networks and normalized absolute currents for three
configurations: Config-1, Config-2, and Config-3; bit value ‘1’ (left image) and ‘2’ (right image).
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Fig. 5. Multi-gate CNT-FETs. (a) Two disjoint levels of non-zero currents associated with bit-value ‘1’ and 2’ in all six
configurations generated by connected devices. Third current level associated with bit-value ‘0’ corresponds to ‘zero current’
generated by unconnected devices. Zero current devices could not be shown on logarithmic scale. CNT networks are randomly
generated in the channel region of FETs and current is obtained from the device simulations (b) Percentage of devices with bit
values (0, 1 and 2) produced by different configurations of multi-gate CNT-FETS. (c) Percentage yield of different possible
composite states produced in around 1600 four-gated CNT-FETs whose networks are randomly sampled. First value represents
unigue composite output state and second value represents corresponding yield. Each CNT-FET is tested for six gate configurations

shown in Figure 4(a). The digits from left to right in six-bit string (composite output state) correspond to the output states (0, 1 or
2) for gate Config-1 to Config-6.
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multi-gate devices. (d) 128-bit ternary string generated by multi-gate devices.
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